CEIS 191

Fundamentals of Information Technology and Networking




Introduction

« This course introduces the underlying technology of
local area networks (LANs), wide area networks
(WANSs) and the Internet. Topics include the Open
Systems Interconnection (OSI) model, Internet
Protocol (IP) addressing, Transmission media,
Transmission Control Protocol/Internet Protocol
(TCP/IP) suite, an overview of routing and switching,
network troubleshooting, and network security.




* While taking this class | oversaw a large
automation project in the Austin Chalk Basin
of Central Texas after changing to a new
company. | was working very long hours, so

Cha | |enge5 besides the live lectures | was not able to

join any homework huddles. There was

numerous times where | had to re-try
network configurations to make sure
everything was working properly




|IPv4 Addressing




Preparation

Screenshot shown
includes the
terminal window
that shows the
default gateway IP
address.

Iﬁ. Computer 1 on WIN-6JNNG6RLT6IL - Virtual Machine Connection
File Action Media Clipboard View Help

D@0 up O

Activities -] Terminal ~ May 15 15:52

‘5 [+ student@ubuntuvm: ~/Desktop

S ip route | grep def
ault via 192. 108 1.1 dev eth® proto dhcp metric 20100




IPv4 Address
Assignment

M Computer 1 on WIN-6JNN6RLT6IL - Virtual Machine Connection
File Action Media Clipboard View Help

a @O0 uw O

Activities ) Firefox Web Browser ¥ May 15 15:54

$~ *» New Tab X SEONENT SN D Logins & Passwo

C O 8 192.168.105.1/cqi-bin/luci/admin/network/network

Interfaces
Interfaces
Protocol: Static address
Uptime: Oh 11m 53s
LAN R MAC: 00:15:5D:00:BA:01 _ _
B9 () RX: 1.28 MB (15420 Pkts.) Restart Stop
br-lan TX: 2.55 MB (14988 Pkts.)

IPv4: 192.168.105.1/24
IPv6: idf4:27c0:ac22::1/60



Connectivity Test



Dynamic IP
Address
Assignment

Shown is the IPv4
address of the
Computer 1 VM.

;‘.._5' Computer 1 on WIN-6JNNERLTBIL - Virtual Machine Connection

File

Action Media Clipboard View Help

@O np B O

Activities (=] Terminal = May 22 20:47

‘% 1 student@ubuntuvm: ~ Q

valid_1ft forever preferred_Lft forever
inet6 fe80::3dae:7173:13d08:31a8/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
: S cd ~
S ip addr
lo: <LOOPBACK,UP,LOWER _UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
1t gqlen 1660
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_Lft forever
ineté ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 15080 qdisc mq state UP group def
ault qlen 1000
link/ether 00:15:5d:00:ba:00 brd ff:ff:ff:ff:ff:Ff
inet 192.168.105.228/24 brd 192.168.185.255 scope global dynamic noprefixro
ute etho
valid_1ft 43123sec preferred_1ft 43123sec
ineté fdf4:27cO:ac22::fea/128 scope global noprefixroute
valid 1ft forever preferred 1ft forever
ineté fdf4:27cH:ac22:0:7c9:cecB:740e:37f9/64 scope global temporary dynamic

valid 1ft 604723sec preferred 1ft 86064sec
ineté fdf4:27cO:a :0:bf29:ea3d:8044:cleb/64 scope global mngtmpaddr nopre
fixroute
valid 1ft forever preferred 1ft forever
inet6 feB80::3dae:7173:13d6:31a8/64 scope link noprefixraqﬁe
valid_1ft foriver preferred_1ft forever i
-5

Status: Running = @




Dynamic IP
Address
Assignment

Shown is the IPv4
address of the
Computer 2 VM.

25 Computer 2 on WIN-6JNNGRLT6IL - Virtual Machine Connection

File Action Media Clipboard View Help

@O np B>

Activities (=] Terminal ~ May 22 20:49 e
*5 I+1 student@ubuntuvm: ~/Desktop Q

2 S ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
1t gqlen 1680
1ink/loopback 00:00:00:00:00:00 brd P0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mq state UP group def
ault qlen 1000
link/ether ©0:15:5d:00:ba:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.105.230/24 brd 192.168.105.255 scope global dynamic noprefixro
eth®
valid_L1ft 42912sec preferred_lft 42912sec
ineté fdf4:27c0:ac22::fea/128 scope global dadfailed tentative noprefixrout

valid_1ft forever preferred_1ft forever
inet6 fdf4:27c0:ac22:0:27bc:24a6:d096:52f2/64 scope global temporary dynami

valid_1ft 604510sec preferred_1ft 85575s5ec
inet6 fdf4:27cP:ac22:0:c0e2:9745:2¢c3a:4837/64 scope global mngtmpaddr nopre
fixroute
valid_1ft forever preferred_l1ft forever
inet6 fe80::acof:8f1b:bc4f:9641/64 scope link noprefixroute
valid_Lft forever pre;erred_lft forever
: S

' Status: Running =8




E Computer 1 on WIN-6JNNGRLTEIL - Virtual Machine Connection

Connectivity | =
Test

Action Media

@O np

Activities

&y -

PING 192.

Clipboard View
B D

Help

(-] Terminal « May 22 20:53
student@ubuntuvm: ~

:~% ping 192.168.165.1

Shown is the
connectivity tests
between the Computer
1 VM and the other

64
64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

168.1065.1 (192.168

from
from
from
from
from
from
from
from
from

1 1:
192.168.

1085.
185.
.1085.
68.105.
.105.
B.105.
58.105.
8.165.
B.105.

1:

.185.1) 56(84) bytes of data.

icmp_seqg=1
icmp_seq=2
icmp seq=3
icmp _seq=4
icmp_seq=5
iemp seq=6
icmp _seq=7
icmp_seq=8
icmp_seq=9

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
time=0.
.371

tim

time=0.

379
396
370
395
355
918
349

427

b e ek ek b b e ek e
sa we wa wE we s ws v e

bytes from o icmp_seq=10 ttl=64 time=0.431 ms

two devices (i.e., the o
SOHO Router VM and
Computer 2 \VM).

- 192.168.1685.1 ping statistics ---

10 packets transmitted, 10 received, 0% packet loss, time 9189ms
rtt min/avg/max/mdev = ©.349/6.438/6.910/06.159 ms

:~S ping 192.168.105.230

PING 192.168.165.230 (192.168.105.230) 56(84) bytes of data.

64 bytes from 192.168. ttl=64 time=0.737

64 bytes from 192. ttl=64 time=0.413

bytes from 192 time=0.332

9

6

4

p: icmp_seq=1 3
3
bytes from 192. time=0.45
5
3

: icmp_seq=2
3: icmp_seq=3
: lcmp_seq=4
: icmp_seq=5
3: icmp_seq=6

bytes from 192. time=0.

bytes from 192.] time=0.33
192.168.165.230 ping statistics

6 packets transmitted, 6 received, packet loss, time

rtt minfavg/max/mdev = ©.332/0.438/0.737/0.140 ms

-5

5125ms

Status: Running



C O n n e Ct | V | ty D5 Computer 2 on WIN-6JNNGRLTEIL - Virtual Machine Connection

File Action Media Clipboard View Help

TeSt @ @O up (e

Activities (=] Terminal = May 22 20:57

*’ [+ student@ubuntuvm: ~/Desktop Q

inet6 feB80::acOf:8f1b:bcaf:9641/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
- S ping 192.168.105.1
PING 192.168.105.1 (192.168.105.1) 56(84) bytes of data.

Shown is the

connectivity tests 64 bytes from 192.168.165.1: icmp_seq=1 ttl=64 time=0.314 ms
64 bytes from 192.168.105.1: icmp_seq=2 ttl=64 time=0.394 ms
between the CompUter I 64 bytes from .168.105.1: icmp_seq=3 ttl=64 time=0.451 ms
64 bytes from 192.168.105.1: icmp_seq=4 ttl=64 time=0.433 ms
2 VM and the Other 64 bytes from 2.168.165.1: icmp seq=5 ttl=64 time=0.403 ms
H : 64 bytes from .168.105.1: icmp_seq=6 ttl=64 time=0.458 ms
two devices (i.e., the s
--- 192.168.1085.1 ping statistics --
SOHO ROUter VM and 6 packets transmitted, 6 received, packet loss, time 5121ms
Computer 1 VM) rtt min/avg/max/mdev = ©.314/0.468/6.458/0.048 ms

- $ ping 192.168.105.228

PING 192.168.105.228 (192.168.1085.228) 56(84) bytes of data.

64 bytes from 192.168.165.228: icmp_seq=1 ttl=64 time=8.

64 bytes from 192.168.185.228: icmp_seq=2 ttl=64 time £

64 bytes from 192.168.105.228: 1 _seq=3 ttl=64 time=0.414

64 bytes from 192.168.105.228: icmp_seq=4 ttl=64 time=0.

64 bytes from 192.168.105.228: icmp_seq=5 time=0.4
bytes from 192.168.105.228: icmp_seq=6 time=0.
bytes from 192.168.165.228: icmp_seq=7 ttl=64 time=0.
bytes from 192.168.105.228: icmp_seq=8 ttl=64 time=0.46

w

wown

3

3 3
W wwvin

3 3
n

--- 192.16B.1085.228 ping statistics ---
8 packets transmitted, 8 received, 8% packet loss, time 7176ms
rtt minfavg/max/mdev = 0.414/0.476/0.561/6.851 ms

: 2

| Status: Running =8




IP Subnetting and Loopback
Interfaces




Subnetting
Table

First Usable

Last Useable

Subnet MNetwork Broadcast
Subnet _ Host Host
Motation Address Address
Address Address
The Challenge Challenge Challenge
First [192.168.5.0/25 Question ) © 192.168.5.126 i °
Gluestion 4 CGluestion &
Subnet 2
The Challenge Challerfge Challenge
Second _ Question [192.168.5.129 Question 5 [192.168.5.255
Question 1
Subnet 3

Challenge Question 1:
Challenge Question 2:
Challenge Question 3:
Challenge Question 4:
Challenge Question 5:
Challenge Question 6:

192.168.5.128/25
192.168.5.0
192.168.5.128
192.168.5.1
192.168.5.254
192.168.5.127



Loopback
Interfaces

Shown is the both
Loopbackl and
Loopback?
interfaces and their
correct IPv4
addresses.

May 28 11:41

LOOPBACK1

L
=
etho

LOOPBACKZ2

i
ethi

TEST

»
£

Alias af “lan®

o - -
MAC: 00:15:50:00:BA:01
RX: 5.08 MB (58685 Pkis Restart
TK: 9.48 MB (58219 Pkis

IPva: 192.168.10D.1/24
IPvE: fofd:27cl:ac22::1/60

Protocol: Static address
Uptime: Oh 24m 10s
MAC: 00:15:50:00:BA:01
RX: 5.90 MB (58703 Pkis
TX: 9.48 MB (58226 Pkis
IPvd: 192.168.5.1/25

Hestart

Protocol: Stafic address
Uptime: 0h 2m Os

MAC: 00:15:50:00:BA:01
RX: 5.90 MB (58703 Pkis.)
TX: 9.48 MB (58226 Pkis
IPvd:; 192.168,5,129/25

Restart

Protocol: Alias Interface (Static address)
Uptime; 0h 40m 44s Restart
IPvd: 192.168.100.1/24

Stop

Stop

Stop

Stop




Connectivity

Activities -] Terminal May 28 11:44

Te St S *‘ 1 student@ubuntuvm: ~/Desktop

H S ping 192.168.5.1

- PING 192.16B8.5.1 (19; 58.5.1) 56(B4) bytes of data.
H 54 bytes fro .1: 1ic seqs tl=64 time=0.
Shown is the two 64 bytes fron L e
64 bytes Trom .1: icmp_seqg=2 time=0.
successfu| p|ng 64 bytes from 1: icmp_seqg=3 time=0.
64 bytes from .1: icmp_seq=4 i4 time=0.
tests from the 64 bytes from .1: icmp seg=5 time=0.
64 bytes from 5.1: lcmp_seq=6 4 time=0.

CompUterl VM to 64 bytes from .1: icmp_seqg=7 54 time=0.830

AT
&

the LOOpbaCkl 192.168.5.1 ping statistics
and LOOPbaCkZ 7 packets transmitted, 7 received, 0% packet loss, time
interfaces.

rtt minfavg/max/mdev =

PING 192.168. (192.168.5.129) 56(84) bytes of data.
f icmp ttl=64 time=1.19%9 ms
icmp 2 ttl=64 time=0.798 ms
icmp ttl=64 time=1.68 ms
from 192.16 - icmp 4 ttl=64 time=

from .168.5.129: icmp ttl=64 .

s from 192.16 .129: icmp_s 5 ttl=64 time=0.7

from .168.5. : lemp se ttl=64 time=0.

s Trom .168.5.1 icmp =8 ttl=64 time=08.
s from 192.168.5.129: icmp_seq=9 ttl=64 time=0.868

= 3
A

=3

|
[T T T

=2 3
w

192.168.5.129 ping statistics ---
9 packets transmitted, 9 received, 0% packet loss
rtt min/avg/max/mdev = 0.751/0.971/1.679/0.279 ms
: 5

time 8833ms




Network Diagram



Computer 1 s Computer 2

Network Diagram
made on
app.diagram.net “, | switen

W SOHO Router



SOHO Wireless Network
Security



SOHO Wireless Network Security

1. What are the factory default username and password of a TP-Link router? Why is it important to
change the default username and password of a SOHO router?

Answer: admin / admin
It is important to change the default password because many of these routers are sold

across the world and many people have access to the same default password

2. To protect a SOHO wireless network with a small number of devices, which address management
method provides more control, configuring the device IP addresses manually (static IP) or using a DHCP
server (dynamic IP)? Why?

Answer: Static IP gives you more control over what your Ip will be changed to. As you will manually change
the IP. A Dynamic IP using a DHCP server doesn't give you as

much control

3. What does MAC filtering do? If needed, when would you use deny filtering rules and when would you
use allow filtering rules? What happens to devices that want to connect, if the “Allow the stations
Ispe?ufled by any enabled entries in the list to access” function is enabled but there are no entries in the
ist’

Answer: MAC filtering allows an individual to control which machine accesses the network
through filtering out the specific MAC address of the machine. If the function is enables but
there are no MAC addresses entered then it wouldn't know which address to filter out and

deny all of them



SOHO Wireless Network Security

1. What wireless security settings are displayed on the Wireless Security page? Which one is
recommended by the vendor? Why?

Answer: WPA/WPA2- Personal is recommended. This is because Enterprise and TKIP

encryption is not available with WPS enabled for Network Security

2. Among the configurations you explored in this module, which one is a true security
function? Why?

Answer: | think using a DHCP server and making your IP dynamic along with using a mac
filter system is great protection, but the wireless network encryption is the best because it

offers the base level of security for the network

3. What would you do to protect your wireless network at home? Why?
Answer: A strong password including special characters and number, nothing with common
phrases or names. Also a dynamic IP address.



Career Skills

| added a lot of knowledge to my understanding of networks. | used
the apps.diagrams.net website to help build out a wireless ethernet

network for a client (shown below).

CTB
KX.X.1-8 is Radio

XXX 10-20isPLC

X.XX.30-48 is HMI

Dutton Main Sierra Radio XX H.50-59 15 Mise

IP: XXX %23
Dutton Main FB3000 Sub net- 255 255 254.0 Dutton Main HIl Klondike Main FB3000
IP: X XX.%/23 Gateway: X.X.XX P2 XXX %23 1P x X XX/23
Sub net: 255.255.254.0 Sub net: 255.255.254.0 :

Gateway: X.X.XX Galeway: X.X.xX Sub net: 255.255.254.0

Gateway: X XXX

(i
e

LLLLL
LLLLLI

Dutton Blower ProFace
KXXX23
Sub net: 2565.255.254.0
Gateway: X.X XX

Joowin Access Point
i P2 xxx.x/23

=
Dutton FregWave E Sub net: 255.255.254.0
C

1P x x.x %23 Gateway: x x.x.x
Sub net: 255.255.254.0

Gateway: 1X.XxX

Serial # X XXX @
g

—
=

Well Site

Tahoe Main Sierra Radio

IP:xxx.%/23 Tahoe Main HMI
Sub net: 255.255.254.0 1P xx.x %23
Gateway X X.X.X Sub net: 255.255.254.0

Gateway: x XXX

@ i
I

Switch

: Tahoe FreeWave
P2 xxx.x/23
Sub net: 255.255.254.0

Serial: X000

o
N

Sl

Gateway: Xx.X.x.X
()
A




Conclusion

* | really enjoyed using Infosec Learning to continue networking. It is very user friendly and
intuitive. | hope to carry over the knowledge | have learned into my career and further
my understanding of networking.
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